WEST UNIVERSITY OF TIMISOARA

DOCTORAL SCHOOL OF EXACT AND NATURAL SCIENCES

DOCTORAL THESIS
ABSTRACT/REZUMAT

SUPERVISOR: PHD. CANDIDATE:
Prof. Univ. Dr. Marc FRINCU Elena FLONDOR

2025



WEST UNIVERSITY OF TIMISOARA

DOCTORAL SCHOOL OF EXACT AND NATURAL SCIENCES
COMPUTER SCIENCE

Machine Learning Methods for
Identifying Mislabeled Applications
and Android App Classification

Supervisor: PhD Candidate:
Prof. Univ. Dr. Marc Frincu Elena Flondor

Doctoral Advisory Committee:

Prof. Univ. Dr. Dana Petcu, West University of Timisoara
Prof. Univ. Dr. Daniela Zaharie, West University of Timisoara

Conf. Univ. Dr. Ciprian Pungila, West University of Timisoara

A thesis submitted in partial fulfilment of the requirements for the degree of
Doctor of Computer Science

2025



Abstract

Over the past decade, Android’s rise as the leading mobile operating system has fueled
massive application growth, with over 1.6 million on the Google Play Store. While its
openness drives innovation, the sheer scale creates significant challenges in accurately
classifying applications across categories. Accurate classification influences user expe-
rience and application discoverability, but mislabeled applications, which occur due
to developer error or vague guidelines, can mislead users and skew analytics. Current
systems rely heavily on developer input, making them unreliable and unscalable at
today’s application volumes. This thesis addresses two interrelated challenges: (1) de-
tecting misclassified applications in existing datasets and (2) automating application
classification using enriched feature sets and machine learning (ML) models. Using
Latent Dirichlet Allocation (LDA) on a dataset of top applications, initial experiments
confirmed that even highly ranked applications are sometimes inconsistently catego-
rized. To address this, two novel methodologies for misclassification detection were
introduced. The first approach employed semantic similarity measures combined with
hierarchical clustering to identify applications that deviate from category norms. This
method suggested the presence of mislabeled applications in the Medical and Weather
categories. However, it was computationally expensive at scale. The second method
improved efficiency and coverage by computing average K-Nearest Neighbor (KNN)
distances using BERT-based representation of application descriptions. Potential mis-
labeled applications were validated through HDBSCAN clustering and summaries of
cluster semantics generated by Large Language Models (Llama). Experiments across
multiple datasets confirmed this technique’s robustness, scalability, and interpretabil-
ity. A significant contribution of the thesis is reversing the mislabeled detection pro-
cess to identify highly representative applications for each category. This enabled the
construction of well-aligned category benchmarks for developing and evaluating clas-
sification models. Building on this, the second significant contribution of the work
focused on automating application and game classification using hybrid datasets en-
riched with static analysis (e.g., permissions, manifest components), dynamic features
(e.g., GUI structure), and metadata from marketplaces (e.g., descriptions). Several
ML models were evaluated, including traditional classifiers (Random Forest, Extreme
Gradient Boosting) and a custom-designed multi-input Deep Neural Network (DNN).
Experiments demonstrated substantial improvements over prior work. Random Forest
achieved an average accuracy of 79% across multiple datasets, while Extreme Gra-
dient Boosting improved classification quality when dynamic features were included.
Using Llama-based embeddings of application descriptions significantly outperformed
traditional text representations like TF-IDF, and the custom multi-input DNN model
outperformed existing research: 94% accuracy, 88% precision, 90% recall, and an F1-
score of 89%. These results highlight the strength of combining diverse feature types
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with expressive data representations and ensemble learning strategies. Furthermore,
the thesis validates the framework’s generalizability by applying it to financial fraud de-
tection, where adapted KNN-based outlier detection and ensemble models effectively
identified fraudulent transactions, highlighting its flexibility and robustness beyond
the Android domain. This thesis fills key research gaps and lays the groundwork for
future advances, such as multi-label classification and behavioral analysis, ultimately
supporting more reliable application marketplaces.



Rezumat

In ultimul deceniu, ascensiunea Android ca principal sistem de operare mobil a dus la
o crestere masiva a numarului aplicatiilor, cu peste 1,6 milioane disponibile pe Google
Play Store. Desi deschiderea platformei stimuleaza inovatia, dimensiunea sa ridicata
genereaza provocari semnificative in clasificarea corecta a aplicatiilor pe categorii.
Clasificarea precisa influenteaza experienta utilizatorilor si descoperirea aplicatiilor,
insa aplicatiile etichetate gresit, care apar din cauza erorilor dezvoltatorilor sau a unor
ghiduri neclare, pot induce utilizatorii in eroare si pot denatura analizele. Sistemele
actuale se bazeaza puternic pe inputul dezvoltatorilor, ceea ce le face nesigure si greu
de scalat la volumele actuale de aplicatii.

Aceasta teza abordeaza doua provocari interconectate: (1) detectarea aplicatiilor
clasificate gresit in seturile de date existente si (2) automatizarea clasificarii aplicatiilor
folosind seturi de date Tmbogatite si modele de invatare automata. Utilizand Latent
Dirichlet Allocation (LDA) pe un set de date cu aplicatiile de top, experimentele
initiale au confirmat ca si aplicatiile foarte bine cotate sunt uneori incadrate incon-
sistent. Pentru a remedia acest lucru, au fost introduse doua metodologii noi de
detectare a erorilor de clasificare. Prima abordare a utilizat masuri de similaritate
semantica combinate cu clustering ierarhic pentru a identifica aplicatiile care se abat
de la normele categoriei. Aceasta metoda a indicat prezenta unor aplicatii etichetate
gresit in categoriile Medical si Weather. Totusi, s-a dovedit costisitoare din punct
de vedere computational. A doua metoda a Tmbunatatit eficienta si acoperirea prin
calcularea distantelor medii K-Nearest Neighbor (KNN) folosind reprezentari bazate
pe BERT ale descrierilor aplicatiilor. Aplicatiile potential etichetate gresit au fost
validate prin HDBSCAN clustering si generarea, folosind modele lingvistice de mari
dimensiuni (Llama), a rezumatelor semantice ale clusterelor obtinute. Experimentele
pe mai multe seturi de date au confirmat robustetea, scalabilitatea si interpretabili-
tatea acestei tehnici. O contributie semnificativa a tezei consta in inversarea procesului
de detectare a erorilor de etichetare pentru a identifica aplicatiile foarte reprezentative
pentru fiecare categorie. Acest lucru a permis determinarea unor seturi de aplicatii
bine aliniate pe categorii, utile pentru dezvoltarea si evaluarea modelelor de clasificare.

Pornind de aici, a doua contributie majora a lucrarii s-a concentrat pe autom-
atizarea clasificarii aplicatiilor si jocurilor folosind seturi de date hibride, imbogatite
cu analiza statica (de exemplu, permisiuni, componente de manifest), caracteristici
dinamice (de exemplu, structura GUI) si metadate din magazinele de aplicatii (de
exemplu, descrieri). Au fost evaluate mai multe modele de invitare automata, in-
cluzand clasificatori traditionali (Random Forest, Extreme Gradient Boosting) si o
retea neuronald cu multiple intrari, proiectata special. Experimentele au demonstrat
imbunatatiri semnificative fata de lucrarile anterioare. Random Forest a obtinut o
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acuratete medie de 79% pe mai multe seturi de date, In timp ce Extreme Gradi-
ent Boosting a imbunatatit calitatea clasificarii atunci cand au fost incluse carac-
teristicile dinamice. Utilizarea Llama pentru reprezentarea descrierilor aplicatiilor a
depasit semnificativ reprezentarile textuale traditionale precum TF-IDF, iar reteaua
neuronald profunda cu multiple intrari a depasit rezultatele cercetarilor existente: 94%
acuratete, 88% precizie, 90% rata de regasire si un scor F1 de 89%. Aceste rezultate
evidentiaza puterea combinarii tipurilor de caracteristici diverse cu reprezentari expre-
sive ale datelor si strategii de invatare de tip ansamblu.

In plus, teza valideaza generalizabilitatea cadrului propus prin aplicarea lui la
detectarea fraudei financiare, unde adaptarea metodei KNN pentru detectarea anoma-
liilor si modelele de tip ansamblu au identificat eficient tranzactiile frauduloase, demon-
strand flexibilitatea si robustetea sa dincolo de domeniul Android. Aceasta teza umple
goluri cheie 1n cercetare si pune bazele unor cercetari viitoare, precum clasificarea cu
etichete multiple si analiza comportamentala, ducand in final la magazine de aplicatii
mai fiabile.
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